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1. Items Included with the Thumbock® CMU:

1 SoftwareCD, including User Manual
1 USB 2.0 Fingerprint Sensor

9 Flash Drive

2. IMPORTANT NOTE:

Prior to setting up the PCMU software, be sure to do the following:

1 Set up correct Date/Timsettings at the Thumlilck®
(reference Thumbhck®User Manual for details).

1 Creat Lock ID at the ThumbLa®keference Thumbhck®
User Manual)

3. Supported Operating Systems:

Win 2000 Service Pack 3, IE6.0 or above, Win 2000 Service Pack 4,
Win XP Service Pack 2 and above, Win Server 2003 and Windows
Vista Windows 7 32 and 6Mit.
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Section 1 Installing the ThumbLock® PCMU Software

1a) Insert PCMU CD into CD ROM drive

1b) CD should autoun the .exe file. If it does, then follow the
system prompts to install the software. If the autan feature does
not execute, then use the followinsteps:

1 1bi) Open your CD drive in My Computer

1 1bii) Double click on theetup.exe(installation will now take
place, follow system prompts to complete installation)
MOUOU hyOS AyadlftftldArzy Thambkbeky LI S
Management ¢ A f f nt on§outdesRiapS

The latest version of the software can be obtained within the
support section of the website atvww.advancedactuators.com

You can contact Actuator Systems directly at:-867-7130 x102r
email us asupport@advancedactuators.com
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Section 2 Installing the USB 2.0 Fingerprint Sensor and
Driver

2a) Be sure that your installation CD is still in your CD ROM drive,
since this is wire the driver files are located.

2b) Plug the USB connector of the fingerprint sensor into a free USB
port on your laptop or PC (if installing on a PC, be sure to plug into a
free USB port on the back of your tower).

2c) Once the fingerprint sensor is glyed into your USB port, you
should receive a message in the bottom right hand corner of the

d ONB Sy FauadNéewHsidvarée | yR GKS | F NRgl
will pop up as follows:
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Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps you install software for:

PEFIS Astar2200 Device

Z'\') i your hardware came with an installation CD
42 or floppy disk, insert it now.
What do you want the wizard to do?

. (O Install the softwars automatically (Recommended)
Zd) Choose thi ll from a list or specific location {Advanced}

option

Click Next to continue.

2e) Click NEXT ; ) [

Found Mew Hardware Wizard

Please choose your search and installation options.

(%) Search for the best driver in these locations ;

Use the check boxes below to limit or expand the default seanch, which includes local
paths and removable media. The best diver found will be installed.

[ 5earch removable media floppy, CO-ROM...)
Include this location in the search:

{\l.—.@ucumenm and Settings'.Sean Cornway \Deskiop' | »
Zf) Choose this hoose the driver to install.

option o select the device driver from a list. Wi 29) Choose |
& will be the best match for your hardwarl BROWSE
< Back ” Mead > ] [ Cancel
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Browse For Folder @

Select the folder that contains drivers for your hardware.

%@ | pcal Disk (T [

= PRESARIO_RP {D:) | 2h) Click the plus sign
; symbol next to you CD

=% private on fileserver’ (1) ROM Drive

E shared on fileserver’ (5] U

[% My Sharing Folders

&) Shared Documents

|3 Fuzzy Lil Man Peach's Documents [1]

I T

W

k

To view any subfolders, dick a plus sign above.

oK. Cancel




Actuator
Systems

http://www. advancedctuatorscom
=

-

Browse For Folder [ﬂﬁ

Select the folder that contains drivers for your hardware.

= private DI%/\l_&'

)

2% shd™ %) Click on the
g My DRIVER File
a Sha

I3 Fuzzy Lil Man Peach's Documenite
"ﬂ My Metwork Places

|E:| Diriver

®

To view any subfolders, dick a plus sign abaove.
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Found New Hardware Wizard

Please choose your search and installation options. :g

() Search for the best driver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[] Search removable media floppy, CD-ROM...)
Include this location in the search:

|E:\PCMULC200 PCMUDriver [v] | Browse

() Dont search. | will choose the driverto install.

Choose this option to select the device driverfrom a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

2K) Click NEXTL__1~
W_ext; ] [ Cancel

P =

Hardware Installation

L ] E The software you are installing for this hardware:
L3
PEFIS Astar2200 Device

has not passed Windows Lu:ngu:n testing to verfy its compatibility
with Windows XP. (Tell me why this testing is important.}

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microscft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has

passzed Windows Logo testing.

2) Click |

N
CONTINUE Continue Anyway ] f STOP Installation §
ANYWAY
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Hardware Wizard
\ The wizard has finished installing the software for:

? PEFIS Astar2200 Device
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Click Finish to close the wizard.

2m) Click FINIS

2n) OnceFINISHSs clicked, you should receive a mags in the
bottom right hand corner of your desktop stating that the device is
installed and ready to use.

Section 3 Uninstalling the ThumblLock® PCMU Software

a) In the bottom left hand corner of your screen, click
STARA CONTROL PANEL
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Fle Edt Uew Favorites Teds teb [

Q= O ‘psﬂm = Folders
address @ Control Panel

Go

= D w0 2 8

Accessbilty  Add Hardnare Administative  Automatic  DateandTme  Display

Tools Updates
= @ B
See Also e
Folder Optons ~ Fonts HPQuick  HPWirdless Intel(R) GMA  Internet

river for ... Options

4 Vindons Updste

@ Heloand suppart 3b) Double click on Add or ﬁ !a

Remove Programs stnarcsenn Phone and
Wizard Modem ...
Portable Media Power Options ~ Printers and Program QuickTime ~ Regionaland  Scanners and
Devices Faxes Updates Language ... Cameras
Scheduled Security SmartAudio  Sounds and Speech Symantec System
Audio Devices LiveUpdate

=
Taskbarand  User Accounts Windows Wireless
Start Menu Firewal  Network Set,

B | ety i rogans: O sronpsstes sotowfiore ]

Change or | B o~

R "
Brograme Size  16.71MB

3c) Click on ThumbLock Sze 163648

Management (PCMU e mee
:dd lew 9 ( ) Sze  266.00MB
ragrams
Size: 2.39MB
Size  25.87MB
Add/Remove (T2 TestDrive Clien! Size 6.76MB
Windows
Components
SetProgram 3d) Click REMO!
Access and
Defaults

@ Windows Intemet Explorer 7

@) Windows Live installer Size 2998

&5, Windows Live Messenger Size  320IME

Size L93VE

&) windows Live Sign-in Assistant

§5) Windows ¥P Service Pack 3
B WinRAR archiver Sze  3.23MB

1C
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Add or Remove Programs >
? ) are you sure you want to remove ThumbLock Management (PCMU) from your computer?
M
[ Yes 1 No
o~

1 L
3e) If you are sure, then

click YES

3f) Folow uninstall software prompts thru completion. When-un
installation is complete th&@humblock Managemenshortcut icon
on the desktop will be removed.

11
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NOTE: 6ly the Super Administrator can Add and Delete other
Administrators as well as perform every other programming

function in the PCMU software. The PCMU software has one Super
Administrator that can be created and multiple General
Administrators.

The muliple General Administrators can perform all functions in the
PCMU software, except for changes or deletions of other
administrators. However, they can make changes to themselves.

Use the following steps to create the Super Administrator:

4a) Double clickn the ThumbLock Managemerghortcut on the
desktop.

12
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fersion: 2.1.0
User's LDg-iI‘I Login Mame
Administrator (Super Admin) v
[ Logn | [ B
4b) Click LOGIN
Version: 2,1.0
User's LDg-iI‘I Login Name
Administratar (Super Admin) v
4c) Until the Super
Administrator is Please input password
created, a |
password does nb
need to be > oK ] [ Cancel
entered. Click OK
with the password
field blank.

13
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£ Blossds - ThumbLock Management
e e

BIOAXXIS>

4d) Click on SYSTEM, then
choose MODIFY CURRENT]
ADMINISTRATOR

14

4e) LOGIN NAME can be changs
from the default of
ADMINISTRATOR to whatever
you choose.

4f) Choose which of the 3
VERIFICATIONYPES you would
like to use to log into the PCMU
software with. In this case we
are choosing PASSWORD &
FINGERPRINT. By doing thig th
Super Admin will need t@nter
their password and scan their FP
to log into the PCMU software.

If you were to only bioose
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Modify
— Login Info —
Login Name | Bob Jones /

Verification Mode  |Password & Fingerprint

— Password &Finger|Fingerp

v

e

Baszyord & Fingerprint

Password | T Confirm Password | ™=

Regular FP (Mo [ﬁ Enroll ] [ X Delete ]

BackupFP (Mo ) [ﬁ Enrall ] [ ¥ Delete ]

Ok ] l Cancel ]
Modify
— Login Info

Login Mame  |Bob Jones

Verification Mode | Password & Fingerprint

— Password &Finger|

Password

Regular FP

Backup FP

Password

{No} ’ﬁ Enroll

[ pelete ]

(Mo

)] ﬁ Enroll

oK ] ’ Cancel

15
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fesster ¥ 4i) Click the first bx to add your
fingerprint. For all three boxes,
you will enroll the SAME finger.

/I— Be sure to choose a finger that
has a clearly defined ridge
pattern where a center swirl
AN (vortex) can be clearly seen in
the center of your fingerprint.
L e Bt oo

Covm ) [
4j) Rest your fingerprint (that

Register FP

i Captured OK.\nPlease take off fi
L

I Confirm

J

Cancel

has a clearly defined ridge
pattern) on the glass of the USB
Fingerprint sensor. You may
need to pradice a couple of
times to be sure that the vortex
of your fingerprint is centered
when registering. If your
fingerprint has many cracks
going acros©OR if the image is
faded, be sure to use a different
finger that is better defined.

16
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Register FP

\U Captured OK.\nPlease tzke off finger. 4k) Follow the sara procedure with the

SAME finger for the second and third
enrollments.

Confirrm a|

4l) Click CONFIRM

Modify 1

o gininfo 4m) To add a backup finger (different
from the Regular FP that was just
enrolled), click ENROLL next to Backu

Verification Mode  |Password & Fingerprint FP. Follow the same process as stepg

Login Mame  |Bob Jones

4i-4j.

— Password &Fingerprint
Password | =TT Confirm Pegfward |0
Regular FP {OK ) Eﬁ Enrall ’ X Delete ]
BackupFP (Mo} [ﬁ Enral ] [ ¥ Delete ]

(o ] [o=

17
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Modify

— Login Info

Login Name  |Bob Jones

Verification Mode  |Password & Fingerprint [V]

— Password &Fingerprint

Password | Confirm Password | e
Regular FP {OK )} [@ Enroll ] [ X Delete ]
Backup FP [ QK ) Eﬁ Enrall ] [ » Delete ]

K = 4n) ClickOK
]

40) The Super Administrator can also create multiple General
Administrators. To do this, use the following steps:

18
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| L o2 |, Select + | Count: 0
bian \zerD Bde  Times

4p) Click on SYSTEM, then choose ADD
SYSTEM ADMINISTRATOR

Exit
7Ty ET R R

BIOAXXISD>

4q) Follow steps 4do 4n from this section to add a new General
Administrator. Once completed, the Super Administrator can use
the same process to add multiple General Administrators. The
General Administrator/s will need to be present if they are going to
have fingerpring associated to their General Administrator account.

[c3 BloAxxis - ThumbLack Management

Lage i Select ~ | Count. 0

4r) Click on SYSTEM, then choose EXIT. In Section 5 we
learn how to log into the PCMU software with the
administrative rights that were created.

BIOAXXISS>

18
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Section 5 Logging into the ThumbLock® PCMU Software
(Super and General Administrators)

5a) Double click on the ThumbLock Management icon that is located
on your desktop.

Version: 2.1.0
User's Log-in Lagin Name

Bob Jones (Super Admin) v

Bob Jones (Super Admin)

Gil (General Admin)

Joe (General Admin) ™
Jack (General Admin) |_

5b) From the drop down
menu, choose whik
Administrator to log in

as.
2 "ersion: 2,1.0
USEI‘TS LDg-iI‘I Login Mame
Bob Jones (Super Adrmin) v
[ Logn | [ et

5 =

5¢) Click LOGIN

2C
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Wersion: 2,1.0
US&I“S LOg-iI‘I Login Mame
Bob Jones (Super Admin) V

Please input password

QKV: \ [ Cancel ]

5d) Enter your PASSWORD (if
applicable) and click OK

5e) If you have associated &
Fingerprint with your
Administrator account

Please click Verify and press your| during set up, then you will
need to verify your

s right.. Please verfy registered fingerprint at

Log In

Version: 2.1.0

User's Log-in

P3

Click VERIFY and rest your
registered Administrator
fingerprint on the USB
fingerprint sensor for

IEE”F‘Hﬁ [gance| verification.

21
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5f) If successful, you will be in the Home
screen of the PCMU software.

Section 6 Deleting General Administrator Accounts

NOTE: Only the Super Administrator can Delete other
Administrators, therefore you must be a Super Administrator and
logged in as a Super Administrator to perform the following function:

|-‘:-." BioAxxis - ThumbLock Management

System: User Record Maintasin  About
@ options... & J .0 | Select - | Count: 0

Add System Administrator o Al

Deete Systen Adnnstiator,.. < 6a) Click on SYSTEM, then choose DELETE SYSTEN

Modfy Current Administrator...

System Logs ...
Side Bar

Loggut

Exit
7 UUErT Eng P ReCoTe

HORE

22



Actuator
Systems

http://www. advancedctuatorscom

Delete Admin ‘
|
Select Admin 6b) Cloose the General Administrator
to be deleted and click DELETE.
Jack [v]

Gil
Joe
Jack

[ oeee 4 [ concm |

R

Delete Admin o

2) |
Delete the admin?
N4

Yes | [ Mo
}

6c) Click YES

Delete Admin

Select Admin

ol < 6d) General Admin has been successfull
Jos deleted, click CANCEL.

Delete Cancel
| e

23
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Section 7 Setting up and Modifying Individual/Multiple
ThumbLock® Access

IMPORTANT NOTE:

Prior to settng up the ThumbLocks®the PCMU software, be sure
to do the following:

1 Set up correct Date/Timsgettings at the ThumbLock®
(reference Tomblock®User Manual for details).

1 Creat Lock ID at the TimbLock®&reference Thumbhdck®
User Manual).

*#*xCAUTION***

FALSE ACCEPTANCE RATE WILL INCREASE IF SENSITIVITY LEVE
RAISED TO LEVEL 8 or 9.

24
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% BioAxxis - ThumbLock Management

System | Lock | User Record Maintsin  About
e

3| &
&

0D | Select - | Count: 0
UserID | Rele Time Setting

Export to Lock

>

Manage

3 System Log A a i~ -
Import Record TI0O ¢KSNB |NB Ug2 g1l é3
2 Query and Print Record can either use the drop down menu OR the easyf
— to see icons abovélLL LOCKS. To keep things
Bi@ simple, we will use the icons located above ALL
LOCKS.
%% BioAxxis - ThumbLock Management
System Lok User Record  Mantsn  About 7c) Use the up/down arrows or type
5 e | |£: 14 inthe LOCK ID number that you are
A7 AllLocks Name User

creating (again, this should
correspond to the Lock ID that has
already been created at the lock).

7b) Click the icon with the green plus arrow ;
(when cursor is held over icon, the text 7d) Type in a NAME for the lock.

NEW LOCK appears) to add a new lock. 7€) Choose the desired level of

NOTE: There is no limit tihe number of FINGERPRINT SENSITIVITY from tf
locks that can be created. drop down menu. Level 1 is the
MOST stringent (requires very well
defined fingerprint ridge patterns
and almost perfect fingerprint
placement) AND Level 9 is¢hLEAST
stringent (requires less defined ridge
patterns and is more forgiving of
fingerprint placement).

25
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Lock

General | Time Setting

=

LockID = |1 3|

Mame * |Front Door

Fingerprint Sensitivity :

O Both

Verification Mode :

Info

000 s O] e L P ey

Lock

General | Time Setting

=

LockID * |1 Ea

Mame * |FrontDoaor

Fingerprint Sensitivity - |7 /

Verification Mode : @11 O 1N O Both

Info [ Save ] [ Cancel

26

7f) Under VERIFICATION MODE, ther
are three choices for how all enrolled
users will verify themselves for access|
to unlock the specific door lock:

1

In this case, we are going to click on

1:1.

MYMX2 KSy (G(GKAZ
all users enrolled at this
lock must ente their User
ID, then verify their

enrolled Fingerprint or PIN
Code to successfully unlock
the door.

MYbX2KSy (KA
all users enrolled at this
lock will only need to
match their enrolled
Fingerprint or PIN Code to
successfully unlock the
door.

BOt | X2 KSy (KA
all enrolled users can use
the 1:1 OR 1:N method to
successfully unlock the
door.
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Lock

General | Time Setti

| 79) Click'IME

SETTING
LockiD * |1 &)
7h) Under the TIME SETTING tal
Mame * [Front Doaor there are three TIME MODES
that may be chosen fothe lock:
Fingerprint Sensitivity | [ [ 51 ¢ 9{ 1 b5 ¢
VerficatonMode: @ 11 O TN O Bath this is chosen, the specific lock

allows for all enrolled Users to
have access to unlock the door.

Info

The exception to this is if specific
Timed Access is set up for

individual Users.

Lock

Lb+x! [L5X¢KAA OF

P

General

lock down mode. When this is

Time Mode: All Dates and Times [.#]
/]

enabled, only Administrators for
the specific lock will have access
to unlock the door.

alid O Routine

wh] ¢Lb9X¢KAA Y2
timed access to the lock to be
created for specific dates, days
of the week and time frames
within the days of theweek

chosen.

Info

Save ] ’Qancel ] “

NOTE: The Time Setting

chosen/created for the lock will
override any specific Timed
Access assigned for a specific
User. For example, if ROUTINE
chosen for the lock and set to
Mon, Wed and Fri 9am to 5pm,
Users will only have access to
unlock the door during the set
days and times, no matter what
individual timed access was set
for them.

27
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Lock 3
General |} i

Time Mode: (3 All Dates and Times ) Invalid ) Routine

Saturday , Jan Thursday , Dece

7i) Once Time Mode has been
chosen/created, click SAVE

Infa ’ Save ] [ Cancel ]
i s - nagement
System Lock User  Record  Maintan  About
14 4 g .
R 7j) The settings that have
I IER been saved for any lock can
Welcome, Bob Jones T —

~—— De edited. To edit a specific

Time 3/21/2009 3:28:24 PM i 2 (31 @ a_ 313 i

Manage A 7K) Click on the lock name
ok SystemLog that will have settings edited
“/ Import Record and click on the EDIT LOCK
,') Query and Print Record icon.

HOKTTES

28
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7l) It is possible to delete |
an individual lock or
multiple locks. To delete -
I ALISOATFTAO f

% % &0

= L All Locks Name

~ Front Door
[1] Back Door
7m) Click on the lock
" = name that will have
lanage €3
:t . settings edited ad click
“ System Loy .
N on the DELETE LOCK icq
4~ Query and Print Record (Wlth red X)
B. A -8 NOTE: Before a lock can
IOAXXIS be deleted, all users

from the specific lock
must be deleted first.

28



Actuator
Systems

http://www. advancedctuatorscom
Section 8 Adding/Modifying Users at Individual Locks

|@ BioAxxis - ThumbLock Management

System  Lock | User | Record Maintain  About

F T PRI | seec - | ount 0
Edit User T All Locks N Meccln Dol e i
5 Front Door <«m—— P
et | Backooor 8a) Highlight the lock for a

&
&

Time 3/22/200/ @81 User in Locks
e

User/s to be added to.

Copy Lser

Manage

ok SystemLog
Import Record
) Query and Print Record

BT

|@ BioAxxis - ThumbLock Management

System Lock | User | Record Maintain  About
“ Newu;er\l b AR RENENT AP | Select - | Count: 0
Edit User S

User ID Role Time Setting

&%
& DeleteUser
Time 3/22/2001 @81 User in Locks

IF copyuser

Manage

G SystemLog

e 8b) There are two ways to add users to a
” A - 1%
aLISOA TAO dile]usedhe drépdz
BIOAXXIS> down menu OR use the easy to see icon

with a green plus symbol. To keep things
simple, we will use the icon with the green
plus symbol.

3C
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User

|

\

[~ =
o General %) FP &PIN

B Time Setting

Name = |Bill Smith

Remark

— ID & Role of the user in current logj
User D = |00 / ( Admin:001-003 User:004-999 )

e

Role
[ Save ] [ Cancel ]
s — 1 ! 8e) Click on the FP &
& ceneral (@) Feapm ﬁ\,mrq PIN tab
MName = |Bill Smith
Remark

— ID &Role of the user in current lock

UserID = |00 { Admin:001-003 User:004-933 )

Rale

Save ] [ Cancel

31

8c) Enter a NAME to associate
to the User.

8d) Enter a 3 digit USER ID.

NOTE: USER ID numbefs-0
003 have Administrative rights
at the specific lock they are
being created for. This means
that they can make any
programming updates or
changes at the lock with their
administrator fingerprint.

Users 0049999 will only have
access to unlock the door #t
their fingerprints and/or PIN
Codes are assigned to. They dd
not have access to make any
programming updates or
changes at the lock.
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-

User

~

lr'\ Fem =
i General | %2 FP&PIN | ¥4 Time Setting

1 W Code

PIN Code  |™F

(The max length of PIN code is 10 and all should be digital.)

B

"\Cmﬁrm PIN Code X

Finger 1 [ﬁ Enroll ] [x Delete ]
Finger 2 [@ Enroll I [X Delete ] (Mo)
Finger 3 [ﬁ Enrall l [X Delete l (No)

8f) If a PIN Code is
desired for the specific
User, click on the check
box for PIN code

If a PIN Code is not
desired, then leave the
PIN Code checkbox
unchecked.

8g) Enter a 110 digit PIN
Code and reenter the
same 110 digit PIN
Code.

[ Save ] ’ Cancel

32
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User =2l
8h) Three different
fingerprints (from
three different
fingers) can be
PINCode |== Confirm PIN Code | ***| enrolled for the
individual User.

- ;
& General | 8 FPRPIN | % Time Setting

[l PIN Code ( The max length of PIN code is 10 and all should be digitd

8i) Click ENROLL next
to FINGER 1 to enroll
the first of the three
PAaSNEQ TAY

Finger 1 [ﬁ Enmll*"]' | X Delete ]

Finger 2 [ﬁ Enroll l [X Delete ]

o

o

Finger 3 [ﬁ Enroll l [X Delete ]

o

e

Register FP =]

8)) Click the first box to enroll the
fingerprint. For all three boxes,
the User will enroll the SAME
finger. Be sure to choose a finger

< that has a clearly definedidge
\li pattern where a center swirl

(vortex) can be clearly seen in the
center of the fingerprint.

i/ Click the picturebox to enroll fingerprint.
= Each finger should be captured three times image.

Confirm Cancel Sensor Config
{ |

33



Actuator
Systems

http://www. advancedctuatorscom
Register FP x|

8k) Rest the fingerprint (that has
a clearly defined ridge pattern) on
the glass of the USB Fingerprint
sensor. The User may need to
practice a couple of thes to be
sure that the vortex of the
fingerprint is centered when
registering. If the fingerprint has
y Captured OK.\nPlease take oft\ Jer. many cracks going across it OR if
the image is faded, be sure to use
a different finger that is better

| ol defined.

{ Confirm

Register FP

\i-J Captured OK.\nPlease tzke off finger.

8l) Follow the same procedure with thEAME finger
for the second and third enroliments.

> 1R !
[ Confirm 1 e ]

8m) Click CONFIRM
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User
8 General ) FP &P [ @ Time Setting

[l PIMN Code { The max length of PIN code is 10 and all should be digital.)

PIM Code |™* Confirm PIM Code | =

ey @‘ Enroll l IX Delete (oK) 8n) Follow steps 8i thru 8m to

Finger 2 g Enrall < SY NE t_ f U Ks 14y

selected fingerprints.
Finger 3 (B Enroll X Delete lo ‘
Save l [ Cancel ]

User W

& General | ¥2) FP&PIN | 8 Time Setting Qe

80) Click TIME SETTING tg
to create Timed Access for

b PINCode  (The max length of PIN code is 10 and all should be iy the User at the specific
PIMN Code |™** Confirm PIN Code | *** lock.
Finger 1 [%‘ Enrall ] [x Delete ] (oK)
Finger 2 ’ﬁ‘ Enroll ] IX Delete ] (0K}
Finger 3 Eﬁ’ Enrall ] ’X Delete ] (OK)
’ Save ] ’ Cancel
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User

.& General @ FF &PIN| 9 Time Setting l

8p) Under the TIME

Time Mode: & All Dates and Times

Saturday , Jan

12:00:00 AM

SETTING tab, specific
timed access can be
created for the specific
User for the lock that
they are assigned to.

O Invalid O Routine

NOTE: Per Section 7h,
the Timed Lock Access
that has been assigned,
will override any specific
Timed User access that

has been assigned.

[ Add to all locks Save ] ’ Cancel ]
8q) Under the TME SETTING tab
User m there are three TIME MODES
— - that may be created for the
| 8 General | @) FPapm | B Time Setting | ”
specific User:
Time Mode: @ All Dates and Timgs O Invalid () Routine '[[ 5!'¢9{ !b5 ¢

this is chosen, the specific User
has access to unlock the door at
any time with their enrolled
Fingerprint or PIN Code.

Lb+! [ L5XC¢ Kbeaalled
lock down mode for the specific
User. When this is enabled, the

[ add to all locks

User will not be able to unlock
the door with their enrolled
Fingerprint or PIN Code.

wh! ¢Lb9X¢KAA Y2
the User to have specific timed
access to the unlock the door
with their enrolled Fingerprint or
PIN Code, only for specific dates
days of the week and time
frames within the days of the
week chosen.
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r

8 General @ Fp & pIN | & Time Setting ]

Time Mode: & All Dates and Times (O Invalid (O Routine
| | | | | HE =
Saturday , Jan Thursday , Dece

12:00:00 AM 11:59:29 PM

[] Add to all locks Saye Cancel

8r) Once Time Mode has been =
chosen/created, click SAVE

System  lock  User Record  DMaintan  About

v 4 £ Select - | Gount: 1
= L AllLocks Name | UserD | Role | Time Setting
1] Back Daar

Time 3/22/2009 4:26:03 PM

Manage A

o SystemLog
= Import Record
42 Query and Print Record

HOATE

8s) Bill Smith (User ID 001) has now been ssstully created
in lock FRONT DOOR (Lock ID 1).
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8t) Follow the same process from Section 8 to add additional Users.

% Biokwd  8v) Click on the EDIT
== USER icon (picture of L— ™\

person with pencil 2580 00 | Select | Count ]
Name User ID | Role Time Settin
going thru it). Door :
Time 3/ Poer |/\|
Manage & 8u) It is also possible to EDIT a User. Td
U SystemLeg do this, highlight the User Name
= Import Record

4 Query and Print Record

BIOAXXIS
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User

& General |§) Frapm | 9 Time setting

Mame = |Bill Smith

Remark

— ID & Role of the user in current lock
UserID = |001 { Admim:001-003 User:004-553 )

Role

[ Save ] I Cancel

| [
8w) Make changes

and click SAVE

Section 9 Assigning User/s to Multiple Locks

9a) To assign an Individual User to Multiple Locks, use the following
steps:

3¢
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% Biokxxis -

9c) Click on the COPYf

System  Lock

USER icon (picture o

overlapping paper)

To oack oot

Time 3/22/2009 3:48:12 PM
[1] Break Room

Manage &

(3¢ System Log
= Import Record
I-') Query and Print Record

HOAS>

N
PN | Selet - | Court: 3
lame UserID | Rale Time Setting

All Dates & Times

Jack Tom

9b) Highlight pecific User [

|$ BioAxxis - ThumbLock Management

9e) Click on PASTE USER

icon (picture of clipboard

£ 8B

. . [d  Maintain  About

9d) Highlight P

ol o]l
the lock to b Al Locks
paste the e
copied User [] Break Room
into. &

-~ Import Record

4~ Query and Print Record

BIOAXXIS>

™F =% | and paper.

‘ Name
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|$} BioAsods - ThumbLock Management
System Llock User Record Maintain  About

b s B2 | seed - | Coun:
= £F AllLocks Name User D |Role | Time Setting

L T

Time 3/22/2008 6:10:11 PM o EC
I'] Break Room
Manage E

15::::::; ] 9f) User is now added to the lock he has been pasted intg
2 Query and Print Record The same process can be used to add the User into othe
) locks.
BIOAXXIS - . . .
D b20SY hyOS | aSNJ Aa L} audas

access can be edited by using the EDIT USER function.

9g) To assign Multiple Users to Multiple Locks, use the following
steps:

|l§ BioAxxis - ThumbLock Management
System Lock User Record Maintan  About

Bl el J‘*&"‘JB'D"H
F AllLocks Name User |Role | Time

S.4E. L
7:45:44 PM Jack Tomlinson oo
Tony Filburn i

|| Select || Count: 3
All

Invert selegfon

AllDates &Times

Al Dates & Times

Hamge 9h) Highlight the lock
C e, | thatthe USERS will be
2 weymezinta]  copied from. 9i) Click SELECT and choose ALL if all Users wi

copied from the lock ad pasted into another

Bi@ lock.

OR

PRESS and hold the CTRL button on your
keyboard and click on the Users that need to be
copied from the lock and pasted into another
lock.
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S BioAxds|

System  Lo|

9j) Click on the COPY
USIRS icon (picture of
overlapping paper) r

Time 3/22/2009 7:54:45 PM

| Select - | Count: 3

UserID | Role Time Setting

—
+.[1] Break Room

£

Manage

(o System Log
“ Import Record
4 Query and Print Record

HOAKTS

ﬁohxxis - ThumbLock Management .
System Llock User Record Maintain  About 9') Click on PASTE
5T L A @4 %00 USERS icon (picture of
9K) Highlight o % ﬂ L:;:?Dm Name e~k clipboard and paper.
the lockto — '] Back Door
Break Room

paste the
copied Users

>

= Import Record
2 Query and Print Record

HORXISS
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|$9 BioAxxis - ThumbLock Management

System Lock User Record Maintain  About
AT PR | 3sect - Count: 3
= I AllLocks Name UserlD [Role | Time Setting

J1] Front Daor
J7] Back Doar

Bioaccess Control

Time 3/22/200% 8:08:40 PM

5 Break Room Jack Tamlinson 005 User | All Dates &Times
\\wnum |User Al Dates & Times
Manage 2
Gk SystemLog 9m) Users have been added to the lock that they were pasted
= Import Record

into. The same process can be ugedadd Multiple Users into

) Query and Print Record
other locks.

BIOAXXIS Note: Once Users are pasted into different locks, the Users
access can be edited by using the EDIT USERS function.

Section 10 Deleting Users from the PCMU

10a) Use the following steps to delete a Single User from an
Individual Lock:

|@' BioAxxis - ThumbLock Management

System Lock User Record Mantan  About

B b T Y | Select « | Count: 3
" |
Bioaccess Control =y
= - AllLocks Hame UserlD |Role | Time Setting
Welcome, Bob Jones J_] Front Door
i I'] Back Door
Time 3/23/2009 4:01:10 PM - JackTomlinson |03 User  |All Dates & Times
-~ BreakRoom
Tony Filburn DD/ User All Dates & Times
Manage £
#r System Log
= Import Record
’:) Query and Print Record
i 2 10b) Highlight the LOCK that you want to delete the Use
BIOAXXIS from and then highlight the USER to be ée#d from the
lock.
I
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BioAxxis - ThumbLock Management

System Lock User Record Maintain  About

' Bl bl | ARENENE AP | Select - | Count: 3
Bioaccess Control = S
= I All Locks UserID | Role Time Setting
Welcome, Bob Jones J_] FrontCoor
s -.|7] Back Daor
Time 3/23/2009 4:01:10 PM ) J-; Break Room All Dates & Times
Tony Illbum 004 User All Dates & Times
Manage £
(= System Log
- Import Record
42 Query and Print Record
= 8 . . .
BIOAXXIS 10c) Click on DELETE USER icon (pictd
of person with red X)

10d) Use the following steps to delete a Single User from Multiple
Locks:

l@ BioAxxis - ThumbLock Management
System Lock  User Record Maintain  About

4 Gulllbles | AP | Select - | Count: 2
Bioaccess Control =

2 =\> All Locks Tame UgerID | Role Time Setting
Welcome, Bob Jones J'l Frant Daar

['] Back Door

Time 3/23/2009 4:13:55 PM =
- ry Break Room

TofFilhurm 004 User All Dates & Times

>

Manage

3 System Log

=/ Import Record
2 Query and Print Recerd 10e) Highlight the USER to be deleted and click th
- . USER IN LOCKS icon (picture of blue folder) to sq
BIOAXXIS what locks the user has been assigned to.
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(=)

User in Locks
o & | Select ~ | Count: 2
Ma Lock UserID Role
jJackTo [nson Front Door i User
0os User

Jack Tomlin Break Roofn

10f) USER IN LOCKS scréisplays all of the locks that the USER is
assigned to. To delete the USER from an individual lock, highlight the
LOCK and press the DELETE USER icon (picture of person with red

45



Actuator
Systems
http://www. advancedctuatorscom

User in Locks - @

% % | select v|| Count: 2
Nal Al | UseriD Role
&DI’I

}Jack Nmvertsel 005 User

Jack Tomlin Brxak Room 0os User

10g) To delete the USER from ALL locks they are assigned to, click
SELETCand choose ALL from the drop down menu. Press the DELET
USER icon (picture of person with red X).
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I Bkt ThunbLoc R =5 %]

SiFEM Lok Usr  Racord  Manmn  About

[N ARy 3P Select - | Count, 3
User | Ace | Trme Setirg

2 Query and Print Recard

g 10i) Highlight the LOCK that you want to delete multiple
Users (but NOT ALL USERS) from and PRESS and hold th
CTRL button on your keyboard and click ve Users that

will be deleted from the lock.

3 Blokuds - ThumbLock Management B
SHFEM Lok UM Recod  Manmn  About
bbb s w00 DD Select - Count; 3
S % Al Lods
b Front Daer
Back Doar
Break Room

Manage &
ok System Log

Imgort Recard
7 Query and print Recard

BIOAXXIE>

10j) Click on DELETE USERS icon
(picture of person with red X)
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10k) Use the following steps to delete ALL Users from an Individual
Lock:

@ BioAxxis - ThumbLock Management

System lock User Record Maintan  About

4 bl s LR A NEN AP || Select ~ | Caunt: 3
Bioaccess Control =
= & Al Locks Mame UserID | Roke | Tme§ Il
Welcome, Bob Jones fé\ Front Door \ Invert selection
- o | BackDoor :
Time 3/23/2009 4:54:58 PM 11 BreakRoom \ | JackTomlinson 005 Ler  Aletes §Times
’ N Filbum ws g iDstes BTimes
Manage &
F System Log
= Import Record - .
r'_) Qm'” ZC;” e 10l) Highlight the LOCK that you want to
UEry and Frint Kecor .
DELETE ALL USERS from and then clich
A 8 SELECT and choose ALL.
BIOAXXIS

5 BioAxxis - ThumbLock Management

System lock User Record Maintsin  About
Bl

= Iy AllLocks
felcome, Bob Jones _;, Front Door
I Back Daor
“[1] BreakRoom

| Select - | Count: 3

Bioaccess Control s

UserID | Role Time Setting

Time 3/23/2009 5:05:14 PM

»

Manage

(#r System Log

5 Impor: Record 10m) Click on DELETE USERS ig
7 Queny and Pt Record (picture of person with red X)

HOAGES>
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Section 11 Exporting Data to Flash Drive for Uploading
Data to ThumbLocks®

NOTE: All Lock and User Data that is exported from the PCMH to th
Flash Drive, then upload to the ThumbLock/s®ill overwrite any
existing d&a in the ThumbLock/s@®at data is being uploaded into.

11a) Plug your Flash Drive into the USB port of your Laptop or PC.

11b) Use the following steps to export Individual k/dkser Data to
the Flash Drive:

|$9 BioAxxis - ThumbLock Management

System lock  User Record  Maintsin - About

A AN NN YR | Select + | Count: 3
Name UserID | Role Time Setting

Clmsnm e AmmsTes

Lol ) | :f

"7 AllLocks
me, Bob Jones " Front Door
1] Back Door

Time 3/24/2009 12:53:35 PM J_] Break Room Jack Tamlinson 005 User  |All Dates & Times
ny Filburn 004 User All Dates & Times
Manage &
(4 SystemLog 11c) Highlight the Lock whose data will be exported to
Import Record the Flash Drive and click on the EXPORT icon (picturs

,) Query and Print Record

BORREES

disk with green arrow above it).
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Browse For Folder

Export Lock.

= :J My Computer [A]
“e® Local Disk (Z:)
% PRESARIO_RP (D:)
«z DVD-R.AM Drive (E:)
o
;"g rver' (P
ég shared on 'fileserver’ (5:)

B contral Panel 11d) Highlight Flash Dri
l@ My Sharing Folders \ ) L "
location.

(&) Shared Documents [v]
— A, .

[ Make New Folder ] [ oK MEI*]

= 11e) Click OK

(Export Lock

" ) Lock exported successful,

11f) Click OK

L e sy

&3 Eject this disk Hard Disk Drives

Other Places 2 E@ Local Disk (C:) k;@ PRESARIO_RP {Di)

\g My Network Places

) My Documents 11g) Go intaMY ble Storage
|5) Shared Documents COMPUTER and
Control Panel
G contolpane double click on the :'|>=-.:m' KINGSTON (F:)
Flash Drive.
Natails
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[ rnGsToN (F)

Ele Edit Vew Favorites Toos Help

GBack - ? /-‘:Search Folders Elv

55 | Fr|
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0001,UAT 0001.USR
File and Folder Tasks 7_-:; T SR File

2 Make a new folder
ﬂ Publish this folder to the
Web

[ Share this folder

Other Places

J My Computer
{2) My Documents i i
o seeanommens | L1N) If Export was successful, you will see three files for the

&3 My Nebork Places individual Lock ID. In this case the Lock ID is 0001.

11i) Use steps 11c thru 11h to Export other Individual Lock/User
data to the Flash Drive.

11j) Use the following steps to export ALL Locks/User Data to the
Flash Drive:

|$"' BioAxds - ThumbLock Management

System Lock User Record Mantain  About

CRTEN.S— VY | Seled - | Caunt 0
Name UserD | Role | Time Setting

[1] Front Doer
7] BackDoor

11k) Highlight ALL LOCKS and click on the

1] Break Room . - ) .
EXPORT icon (picture of disk with green
Manage & arrow above it).
(JF SystemLog
Import Recard

’J Query and Print Record

OS>
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Browse For Folder
Export Lock.
= ¢ My Computer Y
“e® Local Disk (Z:)
% PRESARIO_RP (D:) [ ‘
: 111) Highlight your Flash Drive
ég private on ‘fileserver' (P:) l ‘ location.
g shared on 'fileserver' (5:)
[ contral Panel 11m) Click OK
@ My Sharing Folders /
(&) Shared Documents =
[ Make New Folder ] [ 0K j [ Cancel ]
L o
Export Lock
L3
- J All locks exported completely.
<):< 11n) Click OK

Lo e w

@ Eject this disk Hard Disk Drives

Other Places

&3 My Network Places

W Local Disk {(C:)

lt;@ PRESARIO_RP (D)

ﬂ My Docur

= shered{  110) Go into MY COMPUTH

wvable Storage

R

[} Control B

and double click on the Flas
Drive.

Natails

n > ! KINGSTON (F2)
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Ele Edt Vew Favortes Took el

Qe - Q- ¥ /VTsearch Foiders | [T21] -
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File and Folder Tasks

9 Make 2 new falder
G Publish this folder to the
vieb

0002.USR. v 0003.UAT

11p) If Export was successful, you will see three fileg
for each Lock ID. In this case the Lock IDs &@10
0002 & 0003.

&2 Share this folder

0003.USR

P

Section 12 Uploading Exported Data from the Flash Drive
to the ThumbLock®

NOTE: All Lock and User Data that is exported from the PCMU to the
Flash Drive, then upload to the ThumbLock/s®ill overwrite any
existing data in the ThumbLoclathat data is being uploadkinto.

12a) Unplug the Flash Drive with exported data from your
Laptop/PC.

12b) Plug Flash Drive into the
USB port located at the
bottom of the Interior Unit

MHOO /tAO1l 2y daté
53 NOTE:
1 adaé¢ Aa GKS aSyd
controls all Menu Options on the
Thumblock®.
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12d) If an Export Upload to the lock
has been done in the past, the
messageori KS [/ 53 &t w
Cté FLIWLSENED® ¢KA
enrolled Administrator (Master)
Fingerprint needs to be verified to
JrAy | O00Saa G2 GK
options.

2 KSy GKS YSaal3asS:s
Cté | LIISIFENE 2y (K
SYNRf t SR ! RiMgergrinta
(registered as User ID 0€103 for this
t201 Ay GKS t/a!v
fingerprint sensor (located on the
outside unit). The fingerprint sensor
will stay powered on for 5 seconds
before powering off.

i If this is the first time doing an Exgt
Upload to the lock, this step can be
skipped.

12e) The Main Menu screen is
displayed after successfully
completing step 12d.
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12f) Press the DOWN ARROW until
Option 3. UDISK OP is highlighted.

MHIO t NBaa aaé¢

12h) Press the DOWN ARROW
until Option 3.2 DATA UPDATE i
highlighted.

MHADOD tNBaa daté

12j) While data is being uploaded
from Flash Drive to the Thumlolck®

/ iKS YSaal3aSz aw9/
on the LCD.

12k) When the Data Upload is
complete, the LCD will revert
back to 3.2 DATA UPDATE

(highlighted) on the LCD.
55

mHf O tNBS&aa a9é
the LCD powers off.

12m) Remove the Flash Dav













































